
Fraud Risk/Controls Auditing 

How Internal Audit can become a stronger ally for the organisation in the fight 

against Fraud. Audit can play an active role in Detecting Fraud, assist in improving 

Fraud Prevention controls and get involved in the Investigation of Fraud. 

Overview 
This two-day training class will help auditors to develop their capabilities to assist 

management in their fight against fraud. It will allow Internal Audit to close the gap 

between management’s anti-fraud expectations and the auditor’s capability to deliver 

up to that expectation. Participants will learn a comprehensive anti-fraud response that 

will fit in any business setting, as well as discover how to build a tailored approach for 

fighting fraud. Throughout the course good practice methods and techniques will be 

discussed and applied to real-life cases and situations. 

This training is organised in 3 modules as follows: 

• Module 1 (0.5 days): Auditing Fraud Risk Governance (including an introduction 

on Fraud Risk Essentials) 

• Module 2 (1 day): Auditing Fraud risk preventive and detective control activities 

• Module 3 (0.5 days): Auditor involvement in the Fraud Incident Response and 

Investigation 

Each module will cover references to good practice frameworks, typical risks and how 

these can be controlled, and auditing tips and tricks. Fraud risks, controls and audit 

testing techniques for a selection of typical high risk business and support processes 

will be discussed and explained on the basis of real-life situations. 

Objectives 
• Understand core Fraud Risk Management concepts from the Internal Audit 

perspective.  

• Examine the opportunity for Internal Audit to play a key role in Fraud Risk 

Governance and prevention of Fraud. 

• Learn how fraud is found and how to increase the probability of detecting fraud. 

• Explore fraud risks in the procure-to-pay and order-to-cash cycle and in typical 

high-risk areas such as expense reimbursement, credits and refunds, and 

overstatement of work performed. 

• Learn how Internal Audit can support Investigations of Fraud without 

compromising its advisory role to management. 

Topics covered 
• The requirements of Internal Audit to be in conformance with the Standards 

related to fraud. 

• Fraud triangle: three factors are consistently present when people commit fraud 



• Fraud scheme classification in three main categories: Asset Misappropriation, 

(Financial) Statement Fraud and Corruption.  

• COSO’s five key principles of Fraud Risk Management 

• Overview of applicable IIA, ACFE, COSO, and other professional standards and 

regulations say about fraud, and how these can be applied in your organization. 

• Assess the maturity of an organization’s Fraud Risk Governance system 

• Which process to follow to identify and assess applicable fraud schemes  

• Fraud risks that are more likely in small businesses than in large organizations. 

• How to consider the risk of management override of controls 

• The Top eight Concealment Methods Used by Fraudsters 

• What anti-fraud controls are most common and most effective? 

• The red flags of fraud and how to observe these 

• Common characteristics and risk profiles of those who commit fraud 

• How to assess Fraud Risks during your audit scope development 

• Audit procedures to detect fraud in procurement, financial statements, warehouse 

management and other high risk processes 

• Specific exposures in cost-plus, lump-sum, and unit-price contracts.  

• Internal Audit’s role in the fraud alert (hotline) and response protocol 

• How can / should Internal Audit be involved in conducting fraud investigations 

• The foundations of investigative interviewing and forensic work paper 

documentation.  

• How to proceed with the results of the fraud investigation?  

Including 
The class will include practical examples, full group discussions and individual 

exercises. The training class itself and all materials will be provided in English. 

References will be made to various IIA, COSO and ACFE documents such as IIA’s 

Practice Guide on “Engagement Planning: Assessing Fraud Risks” (2017), IIA’s 

Position Paper on “Fraud and Internal Audit” (2019), ACFE’s report to the nation 

(2020) and the COSO Fraud Risk Management Guide (2016). 

Who should attend? 
Audit directors, managers and senior staff with three or more years of practical 

auditing experience who want to strengthen their ability to improve the organisation’s 

Fraud Risk Management processes and apply fraud control procedures in their audit 

assignments. 

About the facilitator 

Koen Albers 
Experienced Professional in Auditing and Fraud Risk Management 
 

https://www.acfeinsights.com/acfe-insights/top-8-concealment-methods-fraudsters


Koen Albers’s experience includes over 20 years in internal audit, IT governance 

and fraud risk management. After 10 years as an ICT project manager in banking 

and insurance (Belgium and Norway), his career as an auditor started with an 

international ICT service provider, EDS, where he quickly became manager and 

director responsible for the audit function in EMEA and Asia-Pacific, managing a 

team of 20+ auditors. In 2009 he switched to the public sector where he has 

developed or reorganised the internal audit function in De Watergroep, MIVB-

STIB and Port of Antwerp. Since April 2018, Mr. Albers has been consulting and 

advising organisations on the domains of governance, data privacy and protection, 

fraud risk management and internal audit. For the last 10 years, he’s also providing 

training on internal audit, project management and fraud risk management during 

international conferences or for training institutes. Mr. Albers is a member of the 

VDAB and the OISZ audit committee, and he is a board member of Cera and 

ACFE Belgium. He has a Master's degree “Commercial and Managerial Engineer” 

(KU Leuven), and is a Certified Information Systems Auditor (CISA), Fraud 

Examiner (CFE), Information Security Manager (CISM) and a Licensed Private 

Detective. 

 


